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C H A P T E R  1

Introduction

This user guide describes NINAA, the SchoolNet server from Pavilion Internet Plc.  NINAA is the
system you use to configure and run SchoolNet, Pavilion's web server, mail and Internet connectivity
service for schools.  NINAA has a web browser interface and is easy to use.  It makes effective use of
dedicated Internet servers and web caches.

NINAA and SchoolNet
NINAA offers you:

• Protection from inappropriate material, which can be filtered out.

• Safe, curriculum-based material — targeted web site lists.

• Email for every student, using a web-based mail client which is compatible with standard mail
clients.

• Easy publishing of local and external web pages.

• Control over access to external newsgroups, plus an easy way to set up local newsgroups.

• For security, logging of connections and also of individual users' logs.

� Compatibility with TCP/IP, the industry standard for networking.

SchoolNet lets your pupils:

• Gain hands-on experience of Internet technology in a group learning environment.

• Publish their own publicity and information on the World Wide Web.

• Communicate with other schools locally, nationally, and internationally, both through email and
their own web sites.

• Use email to communicate with anyone else who is online.

• Use information sources from around the world to research for projects.

SchoolNet supports configurations from a single dialup connection through to complete network
ISDN solutions.  (You need ISDN to connect your School's Local Area Network (LAN) to the
National Grid for Learning.)  Its basic components are:

• An ISDN connection to your Internet Service Provider (ISP).  This is how material is sent into
and out from your school.  A piece of hardware called a router handles this process??

• A domain for your school in the form "school.authority.sch.uk".

• A number of email accounts for pupils and /or staff.

• Unlimited web space on Pavilion's server accessed as "http://www.pavilion.co.uk/school/".

www.ninaa.net
www.schoolnet.org.uk
John O'Farrell
I have added to invisible links to the relevant web sites on these first two mentions of NINAA to www.ninaa.net and SchoolNet to www.schoolnet.org.uk. Nothing will show in the printed version of the manual, but it is my intention to make this pdf available from the web site.

John O'Farrell
"Email for every student, using a web-based mail client which is compatible with standard mail client." Might better read as:The built in mail server provides email for all students and staff alike. It is compatible with standard mail clients in addition to the new ldap mail clients. NINAA also has a built in web based mail service.Then again, maybe not, too long winded, Sam Eaton should have a better suggestion. Does this give you a better idea of what is available? I know that you are borrowing some of this from our own rather poor sales literature.

John O'Farrell
Safe, curriculum-based material — targeted web site lists.Safe, curriculum based material through targeted web site lists — green lists.

John O'Farrell
Easy publishing of local and external web pages.Easy publishing of local Intranet web pages.While there is an equally easy method of retrieving the public or external Internet web pages, this would not be referred to as publishing.

John O'Farrell
Publish their own publicity and information on the World Wide Web.Publish their own work on the World Wide Web.I mean students with publicity? Are we trying to scare the teachers to death?

John O'Farrell
Delete this line, perhaps replace with another later but it is weak as we've already said it on the line above. I'm also not keen to highlight communicating with anyone online. There are many cases where teachers will have legitimate concerns over this.

John O'Farrell
I'm not sure about all this. We need to discuss with Sam Eaton, is this a NINAA manual or a SchoolNet sales brochure?I suppose we need to discuss what SchoolNet is so that they know the difference between the internal and external services.Hmm......
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There's context-sensitive online help on every NINAA web page, so you don't need to rely on this
manual.  To view the help, just click on ??

Web Browsers
NINAA can be used with Netscape Navigator, Internet Explorer and most other web browsers.

As well as using links on NINAA pages, you can use your web browser to move backward and
forward between pages.  For example, if you jump to the wrong NINAA page, just use your web
browser's Back button to return to the previous page.

John O'Farrell
One advantage of shortening the SchoolNet on the previous page is that this might then all fit on the one page?
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Getting Started
To start up NINAA type the address of the server into your web browser's address field and press
ENTER.  The address in the following test example is "10.0.0.11".  The login screen appears, like
this:

Type your username and password then press the Login button.

If this is the first time you've used your NINAA server, log on as "admin" and type "admin" as your

password too.  Add yourself as a proper administrator user with a non-obvious password and also
change the user admin's password to something which your pupils will not guess.

When you press the Login button, the NINAA administration screen is displayed:

John O'Farrell
An example?Perhaps Simon could provide?like ninaa.school.authority.sch.uk

John O'Farrell
I can't help thinking that while this is all completely correct, we need to illustrate this process with the relevant screen shots.  After all we need to show how to add at least one user, I'd have thought that this is the most important one. Use a full teacher's name as an example and tick the relavant administrator box with filter 9. I realise that this may need to come futher on after the conventions section on the next page, but we can refer to the relevant section from here.

John O'Farrell


John O'Farrell
We need an update of this image with the new graphics.
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The buttons down the left-hand side of the screen give access to all of NINAA's functions.  The
Search Users page is the first page in the Users section and, since the Users button is selected by
default, this page is displayed.

Conventions
There are a few things to remember as you read this guide:

• Names of links and buttons which appear on NINAA web pages are given in italics.

• The ">" sign is used to separate a sequence of steps.  For example, "click SERVER>Change
Server Setting>Configure Interfaces" means:

1. Click SERVER on the current page.

2. Click Change Server Setting on the next page which appears.

3. Click Configure Interfaces on the page which appears after that.

John O'Farrell
Something about, as you click on each of the sections from the menu on the right the relevant screen or material will be shown on the right. This kind of instruction really needs to be on the same page as the image to be effective. In fact perhaps this should all reside under conventions below?

John O'Farrell
We haven't described how to perform a single step in this section yet. See note above.e.g. When we say click Server, we mean click the navigation button from the menu along the left side of the screen in your Browser as above.How about the back and forward button in the browser for that matter?
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C H A P T E R  2

Server and Dialup Setup

This chapter shows how to:

• Change the server setup.  The server will be set up for you initially, but you may need to change
some settings as time passes.

• Configure dialup, controlling the way your router connects to your ISP's server and the times at
which it does this.

• Configure replication of web sites between your server and your ISP's server.

• Back up the server.

John O'Farrell
All occurrences of the words:"your router" or "the router" need to be replaced with the single term NINAA.You will find that the sentence reads correctly. It is friendly, and more accurate.NINAA provides a proxy service strictly speaking she does not provide routing. All of which is overly technical and irrelevant to the teacher concerned.

John O'Farrell
I had hoped that we could try and be friendlier than this. While accurate it sounds like one of our technical people talking. How about:Configure the parts of the local internal school web site (Intranet) that you wish to be published and the times at which you wish this to take place?

John O'Farrell
In this chapter we will discuss how to:Can we try and win the hearts and minds of our audience? Okay so let's just try to warm a little, be less cold, and clinical?I do realise that we also need to sound authoritative and you are doing that well.

John O'Farrell
Perform regular backups or archives of the server?
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Configuring the Server
To view the current server settings, click SERVER.  The parameters are described in detail in the table
below.  If a previous change is still pending, you'll see a "reboot is required" message: click Reboot.

Click the Halt button if you need to shut down the server, for example for maintenance or before a
planned power outage.

Modifying the Server Setup
To change server parameters, click SERVER>Change Server Settings.  The current settings are
shown, as described in detail in the following table.

Only change a value if you are sure you know exactly what you are doing, or you could lose control

of the server.

Parameter Usage

Forward DNS The IP address of the computer which runs Domain Name Service (DNS) for
you.  DNS is the software used to convert a computer name to its IP address
(four numbers separated by dots).  Your server relies on the computer specified
here, called a DNS server, to do this for it.  The DNS server resolves computer
names and e-mail addresses.

Workgroup If you have a Windows workgroup set up on users' PCs, type its name in here.

Domain Your domain, something like "yourschool.net".  Only change this if your
domain name actually changes.

Logout timeout The time in minutes before a user who has not used their system is logged out.
Set this low to reduce the risk of anyone interfering with a user's system if they
leave it unattended.

Real Audio Proxy Enables/disables use of Real Audio, which lets your users play live audio feeds
from the Internet.  (Note that enabling Real Audio Proxy may reduce your
system's security from unauthorised access.)

Upstream Proxy The name of the server used as proxy and the ports which provide the service.
The proxy is used as a go-between in Internet connections.  That is, the user
connects to the proxy and the proxy connects to the Internet and carries out
their request.  (The user does not know about the proxy — it's transparent to
them.)

Cache Size The cache size in MB.  The cache is an area where items are stored for reuse.
For example, when one user visits a web page on the Internet, the server keeps a
copy of the page in its cache.  When a second user accesses the page, rather
than connect to the Internet again to find it, the server makes available the copy
which it already has in its cache.

The cache operates on a least recently used basis.  Once the cache is full, items which have not been

accessed for the longest time are deleted to make way for new items.

When you've changed the settings, click Save Settings to bring the changes into effect.  You are asked
to confirm your changes.  If you're happy with the new settings, click Yes I am sure, then reboot to
bring the changes into effect.

John O'Farrell
Discuss with Sam Eaton. While this is the correct location for this information following on the order of the menu, I believe that it should be located nearer the end of the documentation. It is the most frightening and is the least likely area to be modified.Starting with how to add a user would be far more relevant and a much easier point for the user to start with.

John O'Farrell
<school name>.<geographical area>.sch.uksee http://www.nic.uk/news/schoolnamesonthenet.html

John O'Farrell
delete? I feel that it is sufficiently clear as (Note that enabling Real Audio Proxy may reduce your system's security.)
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Changing the Network Card Setup
Your server has up to four network interface cards, each with its own unique IP address in the form
"n.n.n.n".  A network card connects the server to a section of network cable.

Only change a value here if you are sure you know exactly what you are doing.

The parameters are:

• IP address — four digits separated by dots.  Each digit is in the range 0 to 255.

• Netmask — the subnet mask.  You only need to change this from its default, 255.255.255.0, if
your network is divided into subnets, in which case see Subnet Masks.

To change a network card:

1. Click SERVER>Change Server Setting>Configure Interfaces to display this page:

2. Initially details of the first network card are shown.  To view a different card, select it in the
dropdown list and click View Network card details.

3. Change the required settings then click Set to save the change(s), which will only take effect after
you reboot.

Subnet Masks
A subnet mask looks a bit like an IP address but actually tells the router which parts of an IP address it
can ignore, speeding up your routing.  If you have subnets, your 32 bit IP addresses effectively have
three parts:

• Network address — the first part of the IP address.

• Subnet address — a number of bits identifying a subnet within your organisation.

• Host address — the local address of an individual computer on the network.

The subnet mask explains which parts of the address the first two parts cover.  For example:

• A subnet mask of 255.255.255.0 means that the network and subnet parts of the IP address fill 24
bits, while the host addresses occupy only that part of the IP address which comes after the last
dot.  This gives room for up to 255 hosts on the subnet.

• A subnet mask of 255.255.255.252 means that the network and subnet parts of the IP address fill
30 bits, while the host addresses occupy only that part of the IP address which remains.  This
gives room for just four hosts on the subnet.

John O'Farrell
use nnn.nnn.nnn.nnn or perhaps xxx.xxx.xxx.xxx might be better still. My point is show that there are four sets of three digits.

John O'Farrell
The most common configuration in a school environment is for two network cards, one for the administration network and another for the curriculum network. This provides for optimal security, as NINAA does not allow any communication between the network cards.

John O'Farrell
incorrect not four digits 1.2.3.4 but four sets of three digits separated by dots or twelve digits in total.

John O'Farrell
I have tried to delete this annotation on the left. I refer to the word Subnet in highlight to the left. It does not seem to want to comply. I apologise for any confusion. John

John O'Farrell
NINAA

John O'Farrell
This section needs work. Perhaps Sam Eaton can simplify for all of us. I have a reasonable idea of how subnets work and this has left me confused. How is a teacher to cope? Do they need to?Also we have used "NetMask is:" in the image above rather than Subnet. Should we not be consistent?
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Configuring Dialup
When your router connects to your ISP's server, this is called dialling up.  The dialup settings control
how the connection is made.

When dial on demand is enabled, if a user does something which requires an external connection but
the router is not connected, this makes the router dial the ISP's server.  This happens, for example,
when a user requests an Internet web page which is not already cached by the server.  If you want to
know whether dial on demand is enabled, click DIALUP: the first part of the page tells you.

Connecting, Disconnecting and Testing Dialup
You can make the router connect or disconnect immediately.  Click DIALUP then:

• Connect Now — to make your router dial into your ISP's server.

• Disconnect Now — to make your router disconnect from your ISP's server.

Click TEST to check that the connection is working: a message will report the status of the
connection.

Changing Dialup Settings
Dialup settings control the phone number the router dials and the name, password and bandwidth it
uses.

To change dialup settings:

1. Click DIALUP>Change connection settings.  The parameters are displayed, as follows:

2. Set the parameters as follows:

Parameter Usage

Telephone number Type the number of your ISP's server.

Username Type the name of your account at the ISP.

Password Type your account's password.

Confirm Password Type the password a second time.

Maximum bandwidth Choose 128 if you have dual ISDN lines (A and B channels), 64 if
you have a single ISDN channel.

3. When you've changed the settings, click Save Settings to bring the changes into effect.

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell
NINAA

John O'Farrell


John O'Farrell
Please ask for another screen shot, or make one, using the SchoolNet default telephone number 0820 820 0820

John O'Farrell
All ISDN lines are dual channel and therefore capable of 128K access. What changes is the service that they have with their ISP."Choose 128 if you have a 128K dual channel service from your ISP or 64 if you have a single channel service."If we are going to discuss the A and B channel, shall we explain the D channel as well? I think not.
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Changing Dialup Time Settings
Since BT provides schools with free time for calls on weekdays between 8am and 6pm, there is no
problem in allowing the router to dial on demand between these times.  If dial on demand is set on
outside of these hours, though, you can run up very large bills since the connection will stay up once
it's been made by the router.

You might change the time settings:

• To restrict dial on demand to normal hours to avoid connections being made at night or at
weekends.

• To enable dial on demand in the special case when you do require it outside of working hours,
perhaps for an evening class or open evening.

To set up dial on demand:

1. Click DIALUP>Change dial on demand times to display this page:

2. Select the ON radio button to enable dial on demand.

3. Use the Start Time and End Time dropdown lists to specify the times when dial on demand will
operate.

4. Include a weekend day only if this is definitely required.

5. When you've changed the settings, click Save Settings.  This brings the changes into effect unless
you're currently connected, in which case you must also disconnect then reconnect.  (To
disconnect, click DIALUP>Disconnect Now.)

I f you do change settings for a one-off event outside of normal hours, particularly at the weekend,

remember to change them back afterwards.  Failure to do so will cost your school a lot of money!

John O'Farrell
NINAA

John O'Farrell
Not necessarily. It would only stay up if there were continual requests for an outside service. For instance if someone kept making requests to the mail server, or was using ICQ or a host of other possibilities. The point is that it is not NINAA that would be keeping the line up, but a local workstation.

John O'Farrell
Change from: "If dial on demand is set on outside of these hours, though, you can run up very large bills since the connection will stay up once it's been made by the router."To: However do be careful outside these times, as you will incur local call charges. These charges can mount up very quickly. All call charges are the Schools responsibility.

John O'Farrell
In these special cases you would not modify the dial on demand settings! Rather you would bring up the line manually for the evening class and then remember to close the line at the end of the class.We need to show the relevant screen and describe how this would function.

John O'Farrell
Wrong! A warning by all means, but one explaining that this should not be done.We must link to the page of the manual where we describe how to do this properly.
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Replicating your Web Site
Replication means copying your school's web site to or from your ISP's server.  It takes two forms:

• Uploading — copies the web site from your server to your ISP's server.  This makes it available to
other schools on SchoolNet.

• Downloading — copies the web site from your ISP's server to your server.  You'll have to do this
if the content at your ISP has been altered and is more up to date than the copy on your server:
this happens if someone working from home updated the site on your ISP's server, for example.

File Transfer Protocol (FTP) is used to upload and download information.  It simply copies files
between two machines.  You can configure this as described below.

Configuring Regular Replication
You should upload the site weekly or monthly, so that your ISP's copy remains up to date: you can
automate this.  If you ever make a lot of changes to the site, you can upload it right away.

To set up regular replication:

1. Click WEB to display this page:

2. Select the "Activated" radio button.

3. Specify the day of the week or month, then the time of day (between 07:00 and 17:00).

4. When you've changed the settings, click Save Settings to bring the changes into effect.

Changing FTP Settings for Replication
FTP is used to replicate web site information between your server and your ISP's.

To change the way FTP works:

1. Click WEB>Change Transfer (FTP) Settings and type the parameters as follows:

Parameter Usage

Ftp Site The name of the server at your ISP which holds web site information.

Remote Directory The directory on your ISP's server which holds web site information.

Username The name which the your ISP server lets you log on with.

Password The password for the above user.

Confirm Password Type the password again for confirmation.

John O'Farrell
This makes it publicly available to other schools on SchoolNet, the NGfL, in fact the whole world.

John O'Farrell
(between 08:00 and 18:00) if you are referring to the free access times as provided under the BT schools internet caller tarriff?After all the line should not be available at 07:00 if they have done as the manul suggests in the previous sections.
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2. When you've changed the settings, click Save Settings to bring the changes into effect.

Uploading or Downloading the Web Site
To upload or download the web site immediately, click WEB to display the page shown above, then
click the appropriate link.

Backing Up the Server
We recommend that you set up regular backups, but you can also back up the server immediately at
any time.  To make a proper backup, your server must have a SCSI tape device fitted and correctly
configured.

To back up immediately, click BACKUP>Backup Now.

To set up a regular backup procedure:

1. Click BACKUP to display this page:

2. Select the ON radio button.

3. Specify the frequency — every Monday, every day, or on the first Monday of each month.

4. Click Save Settings.

The backup log shows what happened last time you backed up the server.  To view this log, click

LOGS>Transcript of Last Backup.  If it shows that a backup failed, for example because there was no
tape in the drive, fix the problem and back up again.

General Backup Procedures
Label tapes clearly and keep them safe.  Do not use a single backup tape repeatedly: we recommend
using several tapes in sequence.  For example, for weekly backups you might follow this system:

• Week 1 - use tape labelled A.

• Week 2 - use tape labelled B.

• Week 3 - use tape labelled C.

• Week 4 - reuse tape labelled A.

• Week 5 - reuse tape labelled B.

John O'Farrell
use tape labelled A or Grandfather.use tape labelled B or Father.use tape labelled C or Son.
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John O'Farrell
Is this page intentionally blank or the result of an extra carriage return on the previous page in Microsoft Word?
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C H A P T E R  3

Users

This chapter shows how to:

• Add, edit and delete users.  You can modify single users or whole sets of users.

• Import users from a CSV file produced by another application.

• Export users to a CSV file for use by another application.

• Use aliases to divert email from one user to another user or users.

Adding a User
You can add users singly or in bulk from an existing comma-separated value (CSV) file, as described
in Adding Users from a CSV File.  This section shows how to add a single user.

To add a new user:

1. Click USERS>Add Users to display this page:

2. Type the user's Username, Password (eight letters) and Fullname (first name and surname).
NINAA fills in a randomly-generated password which you can either retain or replace with one of
your own.

3. Type the user's Class and Year.

4. If they're an administrator, select the "Administrator" check box.

John O'Farrell
In this chapter we will show you how to:

John O'Farrell
"application, such as the SIMS database."The schools information management system is the default database in use.

John O'Farrell
"application, such as Microsoft Excel."

John O'Farrell
Students can also change their own passwords from the web mail interface after they login to the system for the first time.

John O'Farrell
is this eight letter limit valid?no numbers? no special characters? not 10 letters?
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5. Specify which filter(s) to use.  See Filters Overview for details of filters.

6. Under "Mail Quota", either disable mail or specify how many KB of disk space to give the user's
mailbox.

7. Click Add to add the user.

The User Search Page
The first step in procedures like editing and deleting users is to specify the user(s) you want to view
data for.  If the User Search page is not already displayed (by default, NINAA opens it after you log
in), click USERS>Edit Users to display it.  The page looks like this:

To specify the users you want:

1. Choose what to search by — username, class, year or whatever.

2. Specify how many entries you want to list.

3. Type the search string, using the "*" wildcard if necessary.  For example, "bl*" would find Blair
and Blunkett, but not Brown.

Editing User Data
The first step is to specify the user(s) you want to view data for.  If the User Search page (see above)
is not already displayed, click USERS>Edit Users to display it.  Specify the users you want, using the
"*" wildcard if necessary.  The entries found are displayed like this:

From this page you can delete, modify or export groups of users.  You can either work on all the users
listed or use the "Select" check boxes to specify a subset of them.  Do the following:

• To change Quota, Class, Year or Filters data for a subset of users, click on their "Select" check
boxes, change the parameter(s) under "Modify Records" on the right-hand side of the page, then
click Modify Selected.

John O'Farrell
from the drop down list ---
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• To change Quota, Class, Year or Filters data for all the users listed, change the parameter(s) under
"Modify Records" then click Modify Results.  You would do this when a whole class changes
year, for example.

• To edit a single user entry, simply click on their name.  This displays their full set of information,
including password etc.  Make any changes then click the Submit button, which saves them and
returns you to the full user list.

Deleting Users
To delete all the users a search has found (see the above illustration), click Delete Results.  To delete
just some of the users, click on their "Select" check boxes then click Delete Selected.

Using CSV Files
If you have already input user information using another application and you can export this data in
the form of a Comma-Separated Value (CSV) file, you can read it into NINAA.  Similarly, you can
export CSV files from NINAA.

You can use an exported file:

• In any other application which can read in a CSV file.

• To back up NINAA data.

• To take NINAA data onto another NINAA system.

Data fields in a CSV file are separated by commas, like this:

  Bloggs,Joe,JoeB,whixxsky,3,2,5,200

The fields are as follows (with compulsory fields shown in bold text):

  Surname , Forename , Username ,Password,Class,Year,Filter,Mail quota

Adding Users from a CSV File
The file format must be as shown above.  If no mail quota is specified, the quota is set to "Unlimited".

To import users:

1. Copy the CSV file to the CSV share on the server.  (You don't do this from within NINAA.)

2. Click USERS>Import users from a CSV file.

3. If you want NINAA to generate a password for each user, select the "Generate random
passwords" check box.  (If the password is left blank in the file and you do not do this, the
password duplicates the username.  You can then ask the users to change their password when
they first log on.)

4. In the "CSV file" list select the file containing the user data.

5. Click Add the users.

John O'Farrell
Warning: if the selection spreads accross several pages only those on the current page will be changed. This is why it is important to adjust the display number above correctly.Check that this is still the case with Simon Loader.

John O'Farrell
see warning above, I believe that the same rule applies, again check with Simon Loader.

John O'Farrell
See Shares section? with a link to the Shares section?

John O'Farrell
Would a screen shot not help to illustrate all of this more clearly?
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Exporting Users to a CSV File
You can export user information to a CSV file.  The file format is as discussed above.  The file is
written to the , from which you can manually copy it to a diskette, email it to a colleague, etc.

To export all user data:

1. Click USERS>Export users to a CSV file.

2. In the "CSV file" list, select the file containing the user data.

3. Click Add the users.  The file is written to the CSV share.

Passwords are written to the file so keep it secure.

To export data for selected users only:

1. If you are not already on the Found User page, click USERS>Edit Users and specify the users you
want.

2. The Found User page lists the users.  If you want to export all the users shown there, click Export
Results.

3. If you need to refine the list further, select the "Select" boxes for the users you want, then click
Export Selected.

4. A standard Microsoft Download dialog opens.  Select "Save this file to disk" and click OK, then
specify where you want the file written and click Save.

Aliases
You can use an alias to divert an email message from one address to another.  For example, while
Fred's on holiday you might divert mail for "Fred@schoolX.net" to "Joe@schoolX.net".  The aliases
file stores details of any aliases you set up.

Entries in the file look like this:

# Two lines to handle bob and fred's 's mail

#

bob: ted

fred@schoolX.org: simon@pavilion.net, julie

Where:

• Comment lines begin with a "#".

• The first entry diverts mail for bob on your local domain to ted on that domain.

• The second entry diverts mail for "fred@.schoolX.org" to "simon@pavilion.net" and to julie on
your local domain.  Note that there's a comma between the names of the two people who receive
the mail.  You can add further names as required.

To add or change the settings:

1. Edit the file by typing into the text box.  (Check that the syntax is correct.)

2. Press Change Aliases to bring the changes into effect.

John O'Farrell
to the ... what?filename xxx.txt?

John O'Farrell
There is no file containing the user data, that is what is what we are trying to do, create a file into which we can export the user data. I think you are trying to show that they can select an exisiting file? which would then be overwritten?

John O'Farrell
<school name>.<geographical area>.sch.uk

John O'Farrell
<school name>.<geographical area>.sch.uk

John O'Farrell
<school name>.<geographical area>.sch.uk

John O'Farrell
<school name>.<geographical area>.sch.ukThis is the convention agreed by Nominet who are responsible for all .uk domains. We have to be precise about such things. You have also accidently inserted a dot between the @ and school
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C H A P T E R  4

Filters

Filters Overview
You will not want all your users to be able to access the same web sites.  For example, you might
want to set up groups like these:

Group Need

Year 1 and 2 Restricted group of just 50 strictly educational sites.

Years 3 and 4 Access to wider range of sites on politics, music, etc.

Sixth formers All the Year 3/4 sites, but also sites on some more "adult"
subjects, perhaps for media studies groups etc.

Staff Access to all standard areas.

NINAA lets you set up eight different levels of Web access, called filters.  There are also filter 0 (no
access) and filter 9 (unlimited access).  When you add a user you allocate them a filter level.  This
controls the pages they are allowed to access.  If a user tries to visit a site they don't have access to, a
message which you can configure tells them this.

Two examples shows how filtering works:

• User Joesmith is on filter level 2, which is a red filter:

1. Joe tries to access the URL "129.44.32.77/sex".

2. NINAA searches for the URL in its list of sites.  Since Joe's filter level is a red filter, if
NINAA does not find the site there, Joe will be allowed to view it.

3. If the site is in filter 2's list, it will probably be a red entry, which means Joe will be banned
from seeing it.

4. If the site is in filter 2's list but set to green (allowed), Joe will be allowed to view it.  (There
are reasons to set up green entries within a red filter, as described below).

• User Julieb is on filter level 4, which is a green filter:

1. Julie tries to access the URL "geography/maps".

2. NINAA searches for the URL in its list of sites.  Since Julie's filter level is a green filter, if
NINAA does not find the site there, Julie will not be allowed to view it.

3. If the site is in filter 4's list, it will probably be a green entry, which means Julie will be
allowed to view it.

4. If the site is in filter 4's list but set to red (banned), Joe will not be allowed to view it.  (There
are reasons to set up red entries within a green filter, as described below).

John O'Farrell
to ? typo?perhaps "to a green list of just 50 strictly educational sites". This would introduce them to the terms that NINAA uses early.i.e. "green" and "red" lists

John O'Farrell
link to an image of the default banned screen. All access are of course logged for future analysis, with a link the log section.

John O'Farrell
shows?will show, will illustrate?

John O'Farrell
Bad example, all numeric addresses are banned by default.www.playboy.com is a URL that everybody understands and yet does not cause offence.

John O'Farrell
NINAA has 10 filter positions (0 through 9) to choose from. Filter 0 represents zero or no access to any outside resource. Students on Filter 0 can still access the local resources within the schools Intranet. At the other end of the scale is filter position 9. This is generally for staff as it provides unlimited access to all resources or no restrictions or filtering of any kind.Filter positions 1 through 8 can hold any filters that you wish. You will see that you can create filters lists for all kinds of uses. The point is that only eight filters can be running simultaneously at any one time. You can load or import filters at will.NINAA comes with two default filters, which are loaded into positions 1 and 8. Filter 1 is our standard green list and filter 8 is the standard red list. Green lists are like a virtual library, they contain addresses that we can safely visit. Red lists on the other hand are lists of undesirable web site such as those of a pornographic nature.All of this is explained in greater detail below.
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To summarise:

1. When a user goes to a web site NINAA compares the site to the list in a (red or green) filter.

2. If the site is not found in the filter's list (as an allow or deny), then NINAA will do the default
(allow for a red filter, deny for a green filter).

This means that a green list is primarily a list of sites you can visit although you may wish to ban
subsections.  A red list is a list of sites you are banned from although you might want to allow
subsections.

Green Sites in Red Filters and Vice Versa
As noted above, you may sometimes define some sites within a filter as the opposite colour to the
filter itself.  Why do this?  Suppose that the site "XXX.com" had 100 sites below it, 95% of them
being unsuitable, but the other 5% being useful sites.  You could ban "XXX.com/" to exclude the
unsuitable sites, but then separately add each site you wanted to make available as a green site:
"XXX.com/good-site1", "XXX.com/good-site2", and so on.

NINAA's default filters provide:

• Ready-made lists of banned sites (pornography etc.) which you will not want anyone to access.

• Ready-made lists of sites which may be useful, but which you might not discover for yourself.

Looking at Filters
To look at the filter setup, click FILTERING.  Filters are shown like this, coloured red or green:

John O'Farrell
green or redallow or denyg before ra before dlet's stay consistent.

John O'Farrell
Wrong way around, should be:(allow for a green filter, deny for a red filter). 

John O'Farrell
Excellent!

John O'Farrell
Negative, of course they will find them for themselves.Ready-made green list of sites, which are designed to give you a safe starting point.Previous line Ready-made red list of banned sitesNOTE: list not lists plural we only provide one of each. The default filter 1 green and default filter 8 red.

John O'Farrell
As discussed in my note above:The default filter 1 is green and default filter 8 is red.Why is the image to the left showing filter 1 as red? We need to fix this to maintain consistency.



Filters

19

Viewing and Editing a Filter
To view or edit a filter, click FILTERING then click the filter's View button.  The sites which are
permitted (green) or banned (red) by this filter are shown, like this:

The figure in brackets after its name shows the number of sites in the filter.  Sites are listed in
alphabetical order.  To move through the list of sites:

• Click > or < to jump 10 places in the list.

• Click >> or << to jump 100 places in the list.

• Click >>> or <<< to jump 1000 places in the list.

• Type in one or more letters and click the A-Z button to see sites which begin with those letters.

For each site you can:

• Click Edit to change the site address.

• Click Delete to remove the site from the filter.

• Click Ban to ban the site or Allow to permit it.  (The button name changes from Ban to Allow when
it's clicked.)

You can make large scale changes to the filter as follows (all three of these are covered in their own
sections below):

• To delete all sites from the filter, click Reset.

• To add sites to this filter, either from another filter or from a file, click Import.

• To write sites from this filter to a file, click Export.

When you finish making changes to the filter, click Save Filters Changes.

John O'Farrell


John O'Farrell
How did an IP number, an invalid one at that, get into a filter?The only way IP numbers are ever entered are as exceptions to the rule "all IP numbers are banned" and are therefore always green.Our examples must be realistic.

John O'Farrell
Would be more accurate as:To add sites to this filter, click New or to add from another filter or from a file, click Import.
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Adding a Site to a Filter
You can add a site to one filter or to several filters simultaneously, as described in the following
section.

To add a site to multiple filters:

1. Click FILTERING then click the filter's View button.

2. Click New to display this page:

3. Type the URL, for example "schoolx/sports.net" or "100.11.12.255", into the box.  Ban or allow
the site, then click Add.

Adding a Site to Several Filters
Adding a site to several filters at once saves time.

To add a site to multiple filters:

1. Click FILTERING>Add a site to many.  This page is displayed:

2. Type the site's URL into the text box at the end of the page then click on the adjacent check box.

3. If it's a site you want to allow, either leave the "All" box selected to add the site to all the green
filters, or deselect "All" and check the boxes for individual green filters.  Click the Allow in
Filters button.

4. If it's a site you want to ban, either leave the "All" box selected to add the site to all the red filters,
or deselect "All" and check the boxes for individual red filters.  Click the Ban in Filters button.

Changes made here take effect immediately.   

John O'Farrell
This format is complete gibberish. We are an ISP, we simply can't get away with such nonsense.for example"bbc.co.uk/animalzone"
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Resetting a Filter
Resetting a filter removes all the sites in its list.  You might do this before starting to build a new list
of sites.

You cannot retrieve the filter information after a reset, so make sure you really want to reset the filter.

To reset a filter:

1. Click FILTERING and click the filter's View button.

2. If you are sure you want to reset the filter, click Reset NOW.

Editing the Filter Ban Message
The ban message appears on screen when a user tries to access a banned site.  You might use it to
warn users not to try and access such sites in future.  By default, the message has a bright background
which fills the whole screen to make it obvious that the user has tried to do something naughty.  The
ban message is stored in the file ban.html.

To change the message:

1. Click FILTERING>Edit Ban Message.  The HTML file is shown in this text box:

2. Edit the HTML in the text box.  (If you don't know any HTML, just edit the text in the paragraph
which follows the words "ACCESS DENIED".)

3. Click the Change and View Message button.

4. The new message is displayed.  If you want to make further changes, click Back and edit the
HTML again.
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Converting a Filter
When you convert a filter from one state to another, all its sites are deleted.  You have to build or
import a new list of sites.

To change a filter from green (permitted) to red (banned), or vice versa, click FILTERING then click
the filter's Convert button.

Exporting Sites from a Filter to a File
You can export a list of sites from a filter to a .txt or .html file.  You might use this file, for example,
to email a list of useful sites to a colleague at another school.

To export sites from a filter:

1. Click FILTERING and click the filter's View button.  Click Export.

2. In the Choose filename box, type the filename.

3. Specify the file extension, ".txt" or ".html".

4. In the Export box, type "All" or the lines to export.  For example, to export the first hundred sites
from a filter, type "1-100".

5. Click Export.

The file, which has one line of text per filter, will be written to the Filters share.

Importing Sites to a Filter
You can update one filter with sites from another or from a file.

To import sites from a filter:

1. Click FILTERING and click the filter's View button, then click Import.  This page is displayed:

2. In the "from FILTER" dropdown list, specify the filter to import from.  The list will only show
filters of the same colour as the filter you're importing to.

3. In the "Which lines?" box, type the lines to import.  For example, to import the first five sites
from a filter, type "1-5".

John O'Farrell
For example if you wanted to import a green list of history sites into filter position 6 and it was set to red (as it is by default) you would convert it to green first. If it held a modified red list for the sixth form art group you would save it off for future use first.

John O'Farrell
If we are showing an image of the Import screen, why not show a screen shot of the Export screen as well. I found myself looking for the filename box on the Import Screen below.

John O'Farrell
"from another filter or from a file."I realise that it is an unnecessary repetition of the word filter from an english usage standpoint but it is clearer for the reader.

John O'Farrell
colour or type
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4. If you want to clear existing entries from the filter rather than merging these with the new entries,
select the "Delete existing before merge?" check box.

5. Click Go!.

John O'Farrell
I assume that on the final draft we will adjust the layout to avoid such small overruns or large blank areas?Of course the addition of the Export screen shot will give a more balanced feel to this section.Why is the next section on a new page again with a large blank area?To import sites from a file:
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To import sites from a file:

1. Click FILTERING and click the filter's View button, then click Import.

2. In the "from FILE" dropdown list, specify the file to import from.  (If it's not already listed, from
outside of NINAA copy the file into the Filters share on the server.)

3. If you want to clear existing entries from the filter rather than merging these with the new entries,
select the "Delete existing before merge?" check box.  This has the effect of starting a new filter
using just the imported entries.

4. Click Go!.
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C H A P T E R  5

Mail, News and Chat

This chapter describes:

• The NINAA mail client you can use to read, organise and send your mail.

• Using newsgroups with NINAA.

• How to enable and disable the chat server.

Mail
This section describes the NINAA mail client you can use to read, organise and send your mail.  As
an administrator, you need to click Mail to access this page (users see it automatically when they log
on to NINAA).

The Mail Folder
Folders are containers for mail you've received.  Initially all mail goes into a folder called "Inbox".
To organise your mail, you can create new folders and move some messages into them.  For example,
you might create a folder called "Inbox.biology" and move all messages about a biology course into it.

Your view of a folder looks like this:

If you have messages in the folder these are listed (there's just one in the above example).  The
message columns are self-explanatory, except for:

• Status.  This will show one or more of the following:

� "N" indicates a new message.

� "D" indicates  a deleted message.  These remain on view until you click Remove Deleted
Messages.

� "r" shows that you've replied to this message.
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• Tag — use this to specify which messages you want to apply a Tagged button to. For example,
you might select the "Tag?" box for three messages then click Delete Tagged Msgs to delete them.

From this page you can read, send and delete mail, organise your folders and move mail between
these.  These tasks are described below.

Reading a Mail Message
To read a message, click on it in the list shown for the folder.  Its text is displayed, like this:

The heading lines in a message are:

Line Meaning

To: The email address of the person you're writing to.  If they are in a different
domain, this must include their domain name.

Cc: A list of other people who are not the main recipient, but who you also want
to see the message.  This is optional.

Bcc: This is optional.

Subject A description of what the message is for.

You can use the Next Message and Previous Message buttons to run through message in the folder
without going back to the main folder list.

Writing a Mail Message
The heading lines in a message are as shown above.  

To send a message:

1. Click the Compose New Msg button on the Folder page.

2. Type in the To: and Subject fields, plus the Cc: and Bcc: if these are required.

3. Type the message text into the main box then click Send Now.
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Replying to a Message
This is similar to writing a new message, but NINAA fills in the "To:" and "Subject:" headers for you.

To reply to a message:

1. On the Folder page, click on the message you're replying to.  Its text is displayed, like this:

2. If you want to reply to the author, ignoring any Cc: or Bcc: entries, click Reply to Author.

3. If you want to reply to the author, keeping the same Cc: or Bcc: entries, click Reply to All.

4. The text of the original message is displayed.  You can keep all of this as the start of your
message, delete parts of it, or type your reply within it at the relevant places.  When you finish
writing the message, click the Send Now button at the bottom of the message page.

Managing Folders
From a mail folder page you can:

• Create a new folder — type the folder name into the box next to the Create Folder button then
click that button.

• Change Folder — select the folder name in the "selected folder" list then click Go To.

• Delete a folder — you can only delete the current folder, so Go To the folder you want to delete
then click Delete Current Folder.

Moving Messages Between Folders
You can keep messages on similar topics or from a single person in one folder.  There are two ways to
move messages around:

• Copy messages — select "Tag?" for each message you want to copy, then select the destination
folder in the "selected folder" list, and click Copy Tagged Msgs Into.

• Move messages — select "Tag?" for each message you want to move, then select the destination
folder in the "selected folder" list, and click Move Tagged Msgs Into.  (Unlike copy, move does
not leave a copy in the original folder.)
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Deleting and Restoring Messages
NINAA lets you mark obsolete messages as "deleted", but gives you the chance to retrieve these if
necessary.  You can do any of the following:

• Delete messages — in the folder list, select the "Tag?" box for each message you want to delete,
then click Delete Tagged Msgs.  Deleting a message like this does not remove it from the list but
marks it as deleted ("D") — to completely remove it, use Remove Deleted Msgs as described
below.

• Permanently remove all your deleted messages (those marked "D" in the list) - click Remove
Deleted Msgs.  After you do this, these messages cannot be undeleted.

• Undelete tagged Msgs — restores to normal a message deleted using Delete Tagged Msgs.

Changing Password
You can change password from the Mail Folder page by clicking Change Password.  (You must know
the existing password to do this.)   This is the way your non-administrative users will change their
passwords.

Logging Out
As well as the LOG OUT link from the main NINAA screen, you can log out using the Log Out
button on the Mail Folder page.  This is the way your non-administrative users will log out.
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News
This section describes the use of newsgroups in NINAA.

Newsgroup Overview
A newsgroup is a forum for discussing a topic.  If you subscribe to a newsgroup here, your users can
then subscribe to it using email.  They will then receive emails covering the discussions of the group.

There are two types of newsgroup:

• Local newsgroup — only available to users in your school domain.

• External newsgroup — available to users world-wide.  An example is "uk.education.teachers".

Newsgroup names have several components separated by dots.  This lets you build a logical group
structure.  For example, you might set up the following local groups to cover your sports teams:

• sports.football

• sports.hockey.girls

• sports.hockey.boys

Viewing and Changing Newsgroups
To see which newsgroups you currently subscribed to, click News.  A table shows the name of each
newsgroup that you're currently subscribed to, as follows:

The number of articles which have appeared on a group since it started is shown.

Subscribing to an External Newsgroup
Subscribing to an external newsgroup makes its articles available to users in your school domain.
You must know the correct name of the newsgroup you want to subscribe to.

To subscribe to an external newsgroup:

1. Click NEWS>Subscribe External Newsgroup.

2. Type in the newsgroup name and click Subscribe.
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Unsubscribing from an External Newsgroup
Unsubscribing from an external newsgroup makes its articles unavailable to users in your school
domain.

To unsubscribe from an external newsgroup:

1. Click NEWS.  This displays the page shown above.

2. Select the "Remove?" check box for each newsgroup then click Remove marked groups.

Creating a Local Newsgroup
A local newsgroup is only accessible to users in your domain.

To create a local newsgroup:

1. Click NEWS>Create Local Newsgroup to display this page:

2. Name the group and click Create.  The name of a local group must begin with the word "ninaa".
This marks it as a local group.
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Enabling/Disabling the Chat Server
A chat server lets a user send messages to a public area where other users can read them.  The
message is displayed as soon as the sender clicks their ENTER button, which means that
conversations can be held online.  Any other user can send messages to the same area.  Messages
show the sender's name.

Chat is different to email in that:

• There's no need to specify recipients — anyone in the "chat room" can see the message.

• There's no privacy since anyone else can read a message.

• Any other chat user can reply to a message.

• The chat room can show many threads, conversations about different subjects and between
different users, at once.

You may want to disable the chat server if you feel pupils are spending too much time chatting
instead of working.

To enable/disable the chat server:

1. Click CHAT to display this page:

2. Click the button, which will be labelled "ON?" or "OFF?", depending on the status of the chat
server.
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C H A P T E R  6

Logs

This chapter shows how to analyse the logs which record activity on the system.  There are six types
of log:

Log type Shows

Logins Users currently logged in.

User log The sites accessed by a selected user.

Date log All the sites visited by any user on that day and
the users who accessed each site.

Connection log Time and length of connections made by the
router on a specified date.

Backup log Progress of last system backup.

Web Replication log Progress of last web site replication.

Users Logged In
At any time you can check which users are logged into the server.  You can then disconnect a user, if
required.

To see who is logged in:

1. Click LOGS>Who's Logged In.

2. To get more details of any user (full name, class, year, filters, etc.), click on their real name.

3. If you want to disconnect a user, for example because their PC is faulty and they cannot log off
themselves, click on their Disconnect link.
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User Logs
A user log shows the sites a user has visited and the date of the last visit to each site.

Today's activity will not appear in a log until tomorrow.  Logs are kept for 30 days.

To view a user log:

1. Click LOGS>Filter Logs by User.

2. The list shows all users for which there are logs, like this:

3. Click on a header if you want to sort the list by that parameter.  The fields are:

• Name — the user's name.

• Hits — the total number of times they have accessed sites.

• Last access time — the last time they accessed a site.

4. If the list is long, type in the name of the user you want in the "Go to Username" box.

5. When the user you want is displayed, click on their name to see their log, shown like this:

The date field shows the last time the user accessed the site.

You can:

• Export the data to a file, as described in Exporting User Logs.

• Add a site the user has visited to one or more filters, click its "Select" check box and click Add to
Selected Filters.  You can then specify which filter(s) to change, as described in Adding a Site to
Several Filters.
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Date Logs
A date log shows all the sites visited by any user on that day and lists the users who accessed each
site.

To view a date log:

1. Click LOGS>Filter Logs by Date.

2. The list shows all dates for which there are logs.  Click on the date log you want.

3. The log display looks like this:

4. Click on any of the following headers if you want to sort the list by that parameter:

• Site — the URLs of the sites, in alphabetical order.

• Hits — the total number of times each site was accessed that day.

• Number of users — the number of different users who accessed each site.

You can:

• Export the data to a file, as described in Exporting Date Logs.

• Add a site in the log to one or more filters.  To do this, click its "Select" check box and click Add
to Selected Filters.  You can then specify which filter(s) to change, as described in Adding a Site
to Several Filters
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The Replication Log
The replication log shows what happened last time you replicated your web site (that is, either
uploaded to or downloaded from your ISP):

• If replication succeeded you should see text confirming this.

• If replication failed, for example because there was a communications problem between your site
and your ISP, try replicating again now.  Use the Web option on NINAA's main screen to do this.

To view the log, click LOGS>Transcript of Last Web Replication.

The Backup Log
There is only one backup log, which shows the progress of the last system backup.  If you want to
check that the backup was problem-free, click LOGS>Transcript of Last Backup.

Connection Logs
Connection logs show the time and length of connections made by the router on a specified date.

To examine a connection log:

1. Click LOGS>Connection Logs.

2. A list of all available connection logs on the system is shown.  (Today's log will not appear on the
system until tomorrow.)  Logs are kept for 30 days.  Click on the log you want to view in detail.

3. The log will look something like this:

4. The table shows all the connections made on the specified date.  You may want to analyse this if
you are querying your telephone bill.  For each connection made, the table shows:

• The time when the server initially dialled.
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• The time when the connection ended.

• The number of seconds the connection lasted.

• The ISDN channel used.  An ISDN line has two channels, A and B.  The table may show
connections on the two channels simultaneously.

5. Look for sessions starting or continuing outside of normal working hours when calls are not free.
If these did occur, check your dial on demand setup.

Exporting Log Data to a File
You can write user, date or connection logs to a file.

Exporting User Logs
A user log file shows each entry as: web address, date, hits, last access time, allow/ban.  This example
shows the first two sites from the log for Simon shown earlier:

  news.bbc.co.uk,01.09.1999,37,14:16:48,ALLOWED

  webmail.jofa.co.uk:443,01.09.1999,16,14:01:55,ALLOWED

To export user log data to a file:

1. Click LOGS>Filter Logs by User and specify the user you want.

2. On the user's log page, click Export Data.

3. Specify where you want the file to be placed.

Exporting Date Logs
A date log file shows each entry as: web address, hits, number of users, and user names.

To export date log data to a file:

1. Click LOGS>Filter Logs by Date and specify the log you want.

2. On the date log's page, click Export Data.

3. Specify where you want the file to be placed.

Exporting Connection Logs
You can export details of all connection logs or a single log.

To export all log data to a file:

1. Click LOGS>Connection Logs then click Export All.

2. Specify where you want the file to be placed.

This produces a single file which shows the details of each connection made as one line of text.  The
information is listed in date order.

To export a single log to a file:

1. Click LOGS>Connection Logs then click on the log you want.
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2. On the page which displays the log, click Export Data.

3. Specify where you want the file to be placed.

This produces a single file which shows the details of each connection made as one line of text.
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A P P E N D I X  A

Shares

Shares are folders on the server which are visible to all users, though not accessible by all
of them.  They are used to hold items which multiple users may need to use.

The following shares on the server have special uses:

Share Contains

CSV CSV (Comma-Separated Value) files for uploading.
When you upload a file of filters, for example, this is the
only place NINAA will look for the file.

Filters Files which contain lists of sites for use in filters.  The
folder also holds the banned message file ban.html.

Public External web pages from the Internet cached for quick
access.

Users One share for each user on the system.  A user can access
this as "home", rather than typing its full name.

Webpages Web pages which make up the local intranet.
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